DMPS Network Agreement

Introduction

These procedures are applicable to all student use of Network and Internet systems while using school
district property at any location or during school activities at any location.

All use of educational technology must be in support of education and research and be consistent with the
mission of the district. In addition, educational technology may only be used in a manner consistent with
federal and state law, license agreements and district policy.

Access

Network and Internet access is a privilege which requires a high level of personal responsibility and may
be denied due to inappropriate use. Inappropriate use shall include but not be limited to:

. Using the district system for commercial and/or personal purposes.

. Using the system to transmit inaccurate information.

. Using the systemto send, receive or view objectionable material.

. Damaging the security system.

. Using another individual's systemaccount.

. Forging or attempting to forge electronic mail messages.

. Attempting to read, delete, copy or modify electronic mail of other system users.

. Misusing electronic mail retention guidelines.

. Exceeding resource quotas or disk usage quotas.

10. Failing to conduct virus checks on downloaded material.

11. Vandalizing the system.

12. Violating the copyright laws.

13. Failing to follow network etiquette procedures.

14. Submitting false or misleading information to obtain or retain access to the system.

15. Accessing the systemin any manner inconsistent with the mission of the school district.
16. Interfering with official school district communications
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The network administrators may withdraw access at any time as required. The administration, faculty and
staff of the district may request the network administrator to deny, revoke or suspend specific system user
access.

Students under the age of 18 must have the written approval of a parent or guardian. A signed Individual
System User Release Form must be on file with the district. Student privileges will be granted only for
one academic year. Access privileges will be indicated on the student's ID card. A signature on the
Individual System User Release Form indicates that the person signing the permission form has read and
understood any supplemental information which may be provided with the permission form.

Security and Usage Guidelines
Appropriate language will be used in electronic mail and other electronic communications.

System users will be respectful of others' opinions.

System users will not seek information on, obtain copies of, or modify files, other data, or passwords
belonging to other system users, or misrepresent other system users, or attempt to gain unauthorized
access to the system.

Communications may not be encrypted so as to avoid security review.
Personal information such as addresses and telephone numbers will remain confidential when
communicating on the system. Students will never reveal such information without permission from their

teacher or other adult.

Students will never make appointments to meet people in person that they have contacted on the system
without district and parent permission.



Students will notify their teacher or other adult whenever they come across information or messages that
are dangerous, inappropriate or make them feel uncomfortable.
A system user guide will be published and available for student distribution.

All Internet account holders are responsible to notify a system administrator or building administrator
promptly upon discovery of any suspected security breach.

The district unconditionally reserves the right for authorized personnel to review system use and file
content. The district reserves the right to remove a system user account on the system or to disconnect any
system user to prevent unauthorized activity.

Copyright
One of the most important issues to be addressed and taught to students is the issue of copyright and the

related areas of trademark and licensing.

System users may download material for their own use in accordance with applicable copyright laws,
district policy and administrative regulations. The Fair Use doctrine allows an individual to reproduce
portions of copyrighted work for non-commercial purposes, in some instances. Reproduction beyond fair
use requires the permission of the copyright holder or authorized person. The permission must be
specified in the document or must be obtained directly from the author in accordance with applicable
copyright laws, district policy, and administrative regulations. Violations of copyright law could lead to
civil liability with excessive penalties.

System users may upload public domain programs to the system. System users may also download public
domain programs for their own use or non-commercially redistribute a public domain program. System
users are responsible for determining whether a program is in the public domain.

Liability
Access by the district to the system will be through the establishment of individual accounts. The use of
the accounts constitutes acceptance of the account and agreement by the system user to abide by the rules

of conduct and to assume responsibility for the content of that account.

The district does not warrant that the functions and services performed by or the information or software
contained in the educational technology resources will meet the system user's requirements or that the
system will be uninterrupted or error-free, or that defects will be corrected. The district's systemis
provided on an "as is, as available" basis. The district does not make any warranties, whether expressed or
implied including, without limitation, those of merchantability and fitness for a particular purpose with
respect to any services provided by the systemand any information or software contained therein.

Student permission forms shall include a provision that the student and his/her parents or guardians will
hold the district harmless from student violations of copyright laws, software licensing requirements,
student access of inappropriate materials, violations by the student of others' rights to confidentiality, free
speech and privacy, and damage to systems accessed by the student.

Discipline

Appropriate discipline for student violations will be determined by the building principal or the principal's
designee. Violations of the acceptable use guidelines, any district policy or procedure, or any federal or
state law, rule or regulation may result in disciplinary action up to and including expulsion. Disciplinary
action will be taken in a manner consistent with the student discipline policy. Violations which may be
criminal will be referred to appropriate law enforcement officials.



